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Post Title:
Head of Technology Governance and Compliance
Grade:
SLMG 3
Job Purpose

The Head of Technology Governance and Compliance will lead Strategy, Security, Data, and Projects to provide a significant contribution to the fulfilment of corporate objectives through service leadership and management.

Key Responsibilities

The Head of Technology Governance and Compliance role has two discrete elements; a generic corporate element, and one that includes more role specific criteria. 

Key organisation responsibilities

Leading People  

 

1. Translate a clear vision and purpose by inspiring and motivating others and ensure citizens are at the heart of everything we do.  

 

2. Role model visible leadership through living and breathing our values and balancing performance, resilience and wellbeing.   

 

3. Empower others to make appropriate decisions.  

 

4. Builds and supports high performing teams and services through effective support, challenge and feedback.  

 

Change and Innovation 

 

1. Lead and drive change in a political and challenging public finances context. 

 

2. Use robust project management principles to organise people and finances, delivering positive outcomes that are on time and within budget.  

 

3. Design and deliver resilient services, responding at pace to re-prioritise objectives in line with the organisation’s changing needs.  

 

4. Lead change across services and drive a culture of continuous improvement by encouraging colleagues to share ideas. 

 

Collaboration 

 

1. Work collaboratively across the Council to achieve the best outcomes for the citizens of Nottingham.  

 

2. Lead a culture of collaboration by working across boundaries to break down silos and deliver benefits to the citizens of Nottingham. 

 

3. Proactively harness, develop and seek-out effective relationships to foster the collaborative culture, creating efficiencies and joined-up services to achieve the best outcomes for Nottingham’s people.  

 

4. Takes account of the council’s priorities when negotiating and aligning resources to deliver services.  

 

Equality, Diversity and Inclusion  

 

1. Actively promote equality, diversity and inclusion through all actions, and positively challenge inclusion measures within the workforce and in the delivery of services.  

 

2. Design and deliver fully inclusive services, demonstrating awareness of the diverse needs of our citizens.   

 

3. Show commitment to attract, recruit and retain an inclusive workforce that represents our citizens and city.  

 

4. Develop and support to release the full potential of all colleagues ensuring fairness, diversity and inclusion in all service leadership practices. 

 

5. Recognise and respect a culture of inclusivity within the organisation where voices are respected, valued and heard.   

Key service and/or strategic priorities related responsibilities

1. Provide strategic leadership to enable the Council to deliver its vision, aims and objectives on time, to standard and within budget and in line with the Council vision, values and priorities.
2. Lead the Technology Governance and Compliance team to provide a fit for purpose service in the areas of governance, compliance, projects, training, and data.
3. To identify, analyse and define business requirements for the future of the organisation and to effectively coordinate resources to implement solutions to these needs.

4. Develop, support and promote a strong customer-focussed performance culture within the service ensuring the provision of cost effective, efficient, high-quality services to the Council, its councillors, colleagues and departments in line with their identified needs whilst putting customers and citizens at the heart of service delivery.
5. Act as the Councils internal SME on all things Cyber and Information Security related, advising Corporate and Senior Leadership Teams.
6. Ensure services are provided to the highest possible standards within the resources available. To implement effective systems for setting targets, managing performance, reporting systems, identifying and overcoming weaknesses and delivering sustained improvements.
7. Develop and maintain strong governance frameworks (e.g. Technical Design Authority, Change Advisory Board, Architectural Review Board and Enterprise Architecture) to ensure transparent decision-making, good governance, risk management, and alignment to strategic goals.
8. To provide project and programme management capability for all IT projects through planning, scheduling, monitoring and reporting.

9. Ensure commercial relationships and services are effectively delivered offering the greatest return for City Council.
10. To support the Chief Technology Officer (CTO) on the development, implementation of the Councils Technology Strategy including business planning, monitoring procedures, policies and codes of practice.
11. To lead on business continuity, risk management, and cyber and information security initiatives.

12. To lead Technology related strategic procurement initiatives including tendering, contract negotiation, planning, installation and delivery of service.
13. Provide strategic leadership and management of the Cyber and Information Security initiatives undertaken by IT and all areas of the Council (including but not limited to ISO 27001, PCI, Cyber Essentials Plus, PSN, Data Protection and FOI).
14. To be responsible for all staffing, budget and related issues for the function.

15. Be a senior member of the Councils emergency response team.
This is a politically restricted post under the provision of Section 2 (1) (C) of the Local Government and Housing Act 1989.

Person specification
	Head of Technology Governance and Complaince


	Areas of 

responsibility/

requirements
	Requirements
	Measurement

	
	
	P
	A
	T
	I
	D

	Technical
	Significant people management experience in a large, complex organisation working with a range of stakeholders to deliver transformational Technology and Business change.
	
	(
	(
	(
	

	
	Exposure to, and experience of, having a leading role in successful change programmes within a large, complex and challenging organisation.
	
	(
	(
	(
	

	
	Proven ability to contribute to the development of a customer focused Technology strategy.
	
	(
	(
	(
	

	
	Experience of deriving, collating and presenting business requirements for information systems for complex organisations.
	
	(
	
	(
	

	
	Experience of managing the procurement process for Technology solutions and/or services.
	
	(
	
	(
	

	
	Experience of AI implementation and governance.
	
	(
	
	(
	

	
	Experience of managing 3rd party suppliers in all areas of ICT e.g. provision, maintenance and support, consultancy, etc.
	
	(
	
	(
	

	
	Considerable experience of managing all aspects of Cyber and Information Security including (but not limited to) risk, business continuity, resilience, compliance, training, audit, supplier\partner management, incident response, and assurance.
	
	(
	
	(
	(

	
	Experience of leading on policy development, implementation and review in relation to Technology and Cyber and Information Security.
	
	(
	
	(
	

	
	Experience of managing information assets and a good understanding of the technical and legislative requirements of information governance.
	
	(
	
	(
	

	
	Experience of initiating, leading and managing cultural and behavioural change at a senior and strategic level.
	
	(
	
	(
	

	
	Experience of successfully obtaining industry standard compliance such as PSN, PCI, ISO27001 and Cyber Essentials, including commissioning penetration testing.
	
	(
	
	(
	

	Work to promote mutual respect and good relations
	Able to provide a service to a diverse range of service users, partner organisations, colleagues etc to promote good relations and equality.
	
	(
	
	
	

	
	Complex understanding of equality issues and how they affect the workplace.
	
	
	
	(
	

	
	Experience of handling conflict and managing sensitive issues to achieve positive outcomes.
	
	
	
	(
	

	
	Experience of developing positive relationships with relevant stakeholders (managers, unions, employees, partners, etc.).
	
	
	
	(
	

	
	Personal and professional demeanour and creditability which will command the confidence of key stakeholders, colleagues and partners, fostering a positive reputation for NCC. 
	
	
	
	(
	

	
	Strong networking, advocacy, oral, written and presentation skills - persuasive and inspirational.
	
	(
	(
	(
	

	
	Awareness and sensitivity to operate successfully in a political environment, working with councillors, colleagues, partners, agencies and others.
	
	(
	(
	(
	

	
	Able to create an environment of trust, fairness and openness.
	
	(
	(
	(
	

	Leadership
	Clear strategic and creative thinker.
	
	(
	
	
	

	
	Able to lead and motivate others including giving clear direction and exemplifying the values and behaviours required.
	
	(
	
	
	

	
	Able to shape services to address corporate priorities and to integrate and align services with complimentary activities across the council.
	
	(
	
	(
	

	
	Vision and commitment to achieving excellence in service provisions.
	
	(
	(
	
	

	
	Strong leader with flair, credibility and entrepreneurial vigour and a passion for promoting and supporting service transformation.
	
	(
	(
	
	

	
	Good ambassador; open and engaging with an enthusing and winning style, interacting effectively with all stakeholders.
	
	(
	(
	
	

	
	Experience of initiating, leading and managing cultural change at a senior and strategic level.
	
	(
	
	
	

	Performance
	Experience of initiating and developing joint working / partnerships that are purposeful.
	
	(
	
	
	

	
	Able to create and instil a shared vision, Council values and an organisational climate for success with the service and the wider organisation.
	
	
	
	(
	

	
	Able to take ownership of performance management culture and processes.
	
	(
	
	(
	

	
	Able to proactively manage the resources of the service to deliver outcomes on time, to standard and within budget, including making good use of all management information to monitor and improve performance.
	
	(
	
	(
	

	
	Able to identify and identify efficiencies, cost reductions and added value.
	
	(
	
	(
	

	
	Experience of effectively managing the performance of individuals, teams and services through effective performance management systems.
	
	(
	
	(
	

	
	Ability to creatively manage finance and other resources to deliver priorities efficiently
	
	(
	
	(
	

	
	Ability to establish and develop monitoring systems for the continuous development of people and services.
	
	(
	
	(
	

	
	Ability to assess risk whilst effectively developing and managing services / strategic priorities.
	
	(
	
	(
	

	
	Experience of adapting services in response to customer needs / feedback.
	
	(
	
	(
	

	
	Ability to shape services to address corporate priorities and customer needs.
	
	(
	
	(
	

	Work related circumstances
	Able to work outside normal office hours.
	
	(
	
	
	

	
	Able and willing to travel both inside and outside the council area as required.
	
	(
	
	
	

	
	Able to participate in departmental senior management on-call rota and any other corporate rotas as necessary.
	
	(
	
	
	

	
	Committed to own development.
	
	(
	
	
	

	Qualifications
	UK Level 6 qualification (Degree or post graduate level or equivalent)
	
	
	
	
	(

	
	A recognised cyber\information security qualification\certificate\accreditation (or equivalent experience).
	
	
	
	
	(
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Darren Elvidge – Chief Technology Officer (CTO)
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